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THE ROLE OF BUSINESS LAW IN IMPROVING CONSUMER PROTECTION
IN THE DIGITAL AGE
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ABSTRACT

Purpose: The purpose of this study is to identify and analyze the role of business law in
improving consumer protection in the digital era.

Theoretical reference: The development of digital technology has brought significant impacts
in the business world, including in terms of interactions between businesses and consumers.
The digital era has opened up new opportunities for businesses to sell products and services
online, but it has also created new challenges in terms of consumer protection. Consumers
often face risks such as fraud, privacy violations, or dissatisfaction with the products or services
they purchase online. Therefore, it is important to examine the role of business law in
enhancing consumer protection in the digital era.

Method: This research uses a normative research method, while the data collection technique
is carried out by literature study which involves searching and analyzing legal documents
related to consumer protection in the digital era.

Results and Conclusion: The results show that the role of business law in improving consumer
protection in the digital era includes establishing and enforcing regulations that protect
consumers, regulating the privacy and security of consumer data, ensuring transparency and
clear information for consumers, establishing the responsibility of producers and sellers for the
quality, safety, and reliability of products and services offered, providing effective dispute
resolution mechanisms for consumers, and increasing consumer education and awareness,
providing information about consumer rights, the risks of online transactions, and how to deal
with problems in the digital environment.

Implications of research: The data suggests advocating for tailored business laws to address
digital-era consumer protection, privacy, and data security. It emphasizes the importance of
legal compliance in digital operations to build consumer trust and mitigate legal risks.
Additionally, the data highlights the need to prioritize initiatives aimed at educating consumers
about their online rights, risks, and dispute resolution mechanisms, ultimately empowering
them in the digital landscape.

Originality/value: The data contributes to legal scholarship by addressing a critical gap through
the exploration of how business law intersects with consumer protection in the digital age. It
provides practical relevance by offering actionable insights for policymakers, businesses, and
consumers to navigate the rapidly evolving legal and digital landscapes. Furthermore, it paves
the way for future research by highlighting the need for further inquiry into the effectiveness
of legal interventions and the evolution of consumer behaviors online.
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O PAPEL DO DIREITO COMERCIAL NO APRIMORAMENTO DA
PROTECAO AO CONSUMIDOR NA ERA DIGITAL

RESUMO

Objetivo: O objetivo deste estudo é identificar e analisar o papel do direito comercial no
aprimoramento da protecao ao consumidor na era digital.

Referencial tedrico: O desenvolvimento da tecnologia digital trouxe impactos significativos no
mundo dos negdcios, inclusive em termos de interacdes entre empresas e consumidores. A era
digital abriu novas oportunidades para as empresas venderem produtos e servicos on-line, mas
também criou novos desafios em termos de protecdo ao consumidor. Os consumidores
geralmente enfrentam riscos como fraudes, violacées de privacidade ou insatisfacao com os
produtos ou servicos que compram on-line. Portanto, é importante examinar o papel do direito
comercial no aprimoramento da protecao ao consumidor na era digital.

Método: Esta pesquisa utiliza um método de pesquisa normativo, enquanto a técnica de coleta
de dados é realizada por meio de um estudo da literatura que envolve a busca e a analise de
documentos legais relacionados a protecao do consumidor na era digital.

Resultados e conclusées: Os resultados mostram que o papel do direito comercial na melhoria
da protecao do consumidor na era digital inclui o estabelecimento e a aplicacao de
regulamentos que protegem os consumidores, regulando a privacidade e a seguranca dos dados
do consumidor, garantindo transparéncia e informagdes claras para os consumidores,
estabelecendo a responsabilidade dos produtores e vendedores pela qualidade, seguranca e
confiabilidade dos produtos e servicos oferecidos, fornecendo mecanismos eficazes de
resolucdo de disputas para os consumidores e aumentando a educacao e a conscientizacao do
consumidor, fornecendo informacoes sobre os direitos do consumidor, os riscos das transacoes
on-line e como lidar com problemas no ambiente digital.

Implicacdes da pesquisa: Os dados sugerem a defesa de leis comerciais personalizadas para
tratar da protecao do consumidor, da privacidade e da seguranca dos dados na era digital. Eles
enfatizam a importancia da conformidade legal nas operacdes digitais para criar a confianca do
consumidor e mitigar os riscos legais. Além disso, os dados destacam a necessidade de priorizar
iniciativas destinadas a educar os consumidores sobre seus direitos on-line, riscos e mecanismos
de resolucéo de disputas, capacitando-os, em ultima analise, no cenario digital.

Originalidade/valor: Os dados contribuem para o conhecimento juridico ao abordar uma lacuna
critica por meio da exploracdo de como o direito comercial se cruza com a protecao do
consumidor na era digital. Eles sao relevantes na pratica, pois oferecem percepcoes praticas
para que os formuladores de politicas, as empresas e os consumidores possam navegar pelos
cenarios juridicos e digitais em rapida evolucao. Além disso, abre caminho para pesquisas
futuras, destacando a necessidade de mais investigacdes sobre a eficacia das intervencoes
legais e a evolucao do comportamento do consumidor on-line.

Palavras-chave: direito, negdcios, protecao, consumidor.
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EL PAPEL DEL DERECHO MERCANTIL EN LA MEJORA DE LA
PROTECCION DE LOS CONSUMIDORES EN LA ERA DIGITAL

RESUMEN

Objetivo: El objetivo de este estudio es identificar y analizar el papel del derecho mercantil
en la mejora de la proteccion de los consumidores en la era digital.

Referencia tedrica: El desarrollo de la tecnologia digital ha traido consigo importantes
repercusiones en el mundo de los negocios, incluso en lo que se refiere a las interacciones entre
empresas y consumidores. La era digital ha abierto nuevas oportunidades para que las empresas
vendan productos y servicios en linea, pero también ha creado nuevos retos en términos de
proteccion de los consumidores. Los consumidores se enfrentan a menudo a riesgos como el
fraude, la violacion de la privacidad o la insatisfaccion con los productos o servicios que
adquieren en linea. Por lo tanto, es importante examinar el papel del derecho mercantil en la
mejora de la proteccion de los consumidores en la era digital.

Método: Esta investigacion utiliza un método de investigacién normativa, mientras que la
técnica de recogida de datos se lleva a cabo mediante un estudio bibliografico que implica la
busqueda y el analisis de documentos juridicos relacionados con la proteccion del consumidor
en la era digital.

Resultados y conclusiones: Los resultados muestran que el papel del derecho mercantil en la
mejora de la proteccion de los consumidores en la era digital incluye el establecimiento y la
aplicacion de normas que protejan a los consumidores, la regulacion de la privacidad y la
seguridad de los datos de los consumidores, la garantia de transparencia e informacion clara
para los consumidores, el establecimiento de la responsabilidad de los productores y
vendedores por la calidad, seguridad y fiabilidad de los productos y servicios ofrecidos, la
provision de mecanismos eficaces de resolucion de conflictos para los consumidores, y el
aumento de la educacion y la sensibilizacion de los consumidores, proporcionando informacion
sobre los derechos de los consumidores, los riesgos de las transacciones en linea, y como hacer
frente a los problemas en el entorno digital.

Implicaciones de la investigacion: Los datos sugieren abogar por leyes empresariales
adaptadas para abordar la proteccion del consumidor, la privacidad y la seguridad de los datos
en la era digital. Destaca la importancia del cumplimiento legal en las operaciones digitales
para generar confianza en el consumidor y mitigar los riesgos legales. Ademas, los datos ponen
de relieve la necesidad de dar prioridad a las iniciativas destinadas a educar a los consumidores
sobre sus derechos en linea, los riesgos y los mecanismos de resolucion de conflictos, en ultima
instancia, empoderandolos en el panorama digital.

Originalidad/valor: Los datos contribuyen a la erudicion juridica abordando un vacio critico a
través de la exploracion de como el derecho empresarial se cruza con la proteccion del
consumidor en la era digital. Aporta relevancia practica al ofrecer ideas practicas para que los
responsables politicos, las empresas y los consumidores naveguen por un panorama juridico y
digital en rapida evolucion. Ademas, allana el camino para futuras investigaciones al poner de
relieve la necesidad de seguir indagando sobre la eficacia de las intervenciones juridicas y la
evolucion de los comportamientos de los consumidores en linea.

Palabras clave: derecho, empresa, proteccion, consumidor.

1 INTRODUCTION
The development of digital technology has changed the way businesses operate

and interact with consumers. The digital era provides new opportunities for business
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people to sell products and services online, with ease of access and wide reach (Yoyo et
all, 2020). However, these advances also present new challenges and risks when it comes
to consumer protection.

Consumers often face potentially adverse risks when making purchases or using
services online. One of the main risks faced is fraud. Irresponsible actors can take
advantage of online platforms to sell fake products or offer misleading offers (Puspitsari,
2018). Unwary consumers can fall victim to these scams and suffer financial losses. In
addition to fraud, privacy violations are also a serious risk for consumers (Nafi‘ah, 2020).
When conducting online transactions, consumers are often asked to provide personal
information such as identity, address, phone number, or financial data. If this data falls
into the wrong hands, consumers could face the risk of identity theft, misuse of personal
information, or other cyberattacks. Invasion of privacy can have a serious impact on
consumers' personal and financial lives (Priscyllia, 2019).

Dissatisfaction with products or services purchased online is also a significant
risk. Consumers do not have the opportunity to see, touch, or try the product directly
before buying it. This can lead to a mismatch between consumer expectations and the
product received. In addition, poor product or service quality, delivery problems, or
unresponsive customer service can also cause consumer dissatisfaction (Mulyana, 2021).

All these risks demonstrate the importance of consumer protection in the digital
age. Consumers need to be careful when transacting online, checking the legitimacy of
sellers or platforms, and reading reviews and testimonials from other consumers before
buying products or using services. In addition, strict regulations and strong consumer
protection policies from the government and relevant institutions are also needed to
ensure that consumers are protected from risks that may arise in online transactions.

In this regard, the role of business law becomes important in providing a clear
framework and legal protection for consumers. Business law must regulate fair,
transparent, and honest business practices, and provide strict sanctions against business
people who violate consumer rights. In addition, consumer education and awareness
efforts are also important so that they can recognize risks and take the necessary steps to
protect themselves when interacting in the digital business world. Therefore, it is
important to research the role of business law in improving consumer protection in the

digital age. Based on the background description of the problem, researchers are
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interested in conducting research entitled "The Role of Business Law in Improving

Consumer Protection inthe Digital Era".

2 RESEARCH METHODS

This research uses normative research methods, which focus on the analysis and
interpretation of legal documents related to consumer protection in the digital age. This
normative approach aims to understand and analyze the existing legal framework and
apply relevant legal principles in the context of consumer protection in the digital era
(Purwati, 2020).

Data collection techniques in this study were carried out through literature studies.
The search and analysis of legal documents related to consumer protection in the digital
age is carried out systematically. The documents include laws, regulations, court
decisions, and related publications relating to consumer rights and protection in the digital
environment.

In the data analysis process, these legal documents are carefully analyzed to
identify legal provisions related to consumer protection in the digital era, the principles
applied, the responsibilities of business actors, and the dispute resolution mechanisms
available. The collected data is then analyzed and compiled to provide a deep
understanding of the role of business law in improving consumer protection in the digital

age.

3 DISCUSSION

In the ever-evolving digital age, we are witnessing the emergence of online
platforms and the rapid growth of e-commerce that has significantly changed consumer
consumption patterns. Online platforms provide a virtual platform for businesses and
consumers to interact and make transactions via the internet. Through this platform,
consumers have wider access to a wider range of products and services from different
brands and sellers around the world. They can easily search for information, compare
prices, read reviews, and make purchases without geographical restrictions. This
convenience has changed the way consumers shop, with many of them turning to e-
commerce to meet their needs.

E-commerce allows consumers to shop online in a more convenient and flexible

way. They can choose from a wide range of products, find lucrative deals, and make
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payments with ease. In addition, consumer consumption patterns have also changed due
to the adoption of digital lifestyles. They are more likely to subscribe to streaming
services, make digital purchases, and engage in online communities (Irmawati, 2011).
This phenomenon provides opportunities and challenges for business people. They must
adapt to these changes and optimize their presence online. Companies must provide an
engaging, safe, and responsive shopping experience to win consumer trust. In addition,
consumer protection and personal data security are also important concerns in this digital
era.

Business law has a very important role in the formation and enforcement of
regulations aimed at protecting consumers (Tjandra, 2020). To achieve effective
protection, it is necessary to have clear and comprehensive laws and regulations
governing harmful business practices, online fraud, and misuse of personal data. Clear
laws and regulations help ensure that businesses understand the permissibles and don'ts
of interacting with consumers. This regulation covers various aspects, such as consumer
rights, fair trade practices, information transparency, data privacy, transaction security,
and so on. With clear rules, consumers can have legal certainty and can protect themselves
from harmful business practices.

Regulation also serves as an enforcement tool against business practices that
violate the rules. The law provides a legal basis for law enforcement agencies to
investigate, crack down, and punish businesses that engage in online fraud, harmful
business practices, or misuse of consumers' personal data. The sanctions and penalties
given as a result of such violations also serve as a deterrent effect and provide a signal
that business practices that violate the rules will not be tolerated (Lubis et all, 2020).

In addition, comprehensive laws and regulations can also encourage the adoption
of responsible and consumer protection-oriented business practices (Kristiyanti, 2022).
Regulations that strengthen data privacy, for example, can encourage businesses to
develop strict privacy policies and implement adequate security measures. Similarly,
rules governing information transparency and consumer rights can encourage businesses
to provide quality services and provide certainty to consumers.

To achieve better consumer protection in the digital era, it is important for the
government, regulatory agencies, and businesses to work together in the formation and
enforcement of regulations that protect consumers (Rahmayani, 2018). Active

involvement of all parties in the process of policy and regulation formation can ensure
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that the rules implemented take into account the needs and challenges that exist in the
digital context. In order to deal with rapid changes in the digital era, it is important for
laws and regulations to remain relevant and adaptable to technological developments and
business trends (Hendrawan, 2019). Therefore, constant updating and evaluation of
existing regulations is also an important part of ensuring effective consumer protection in
the digital age.

Business law has an important role in regulating the privacy and security of
consumer data (Benuf et all, 2019). The collection, use, and disclosure of consumers'
personal information must be strictly regulated to prevent misuse and leakage of data.
Laws and regulations relating to data privacy provide a clear framework for how
consumers' personal data should be collected, used, and disclosed by businesses. This
regulation requires businesses to obtain clear consent and transparent information from
consumers before collecting their personal data. In addition, businesses are also required
to ensure adequate security of the personal data consumers store, including adopting
appropriate technological security measures.

In addition to regulations, supervisory institutions also have an important role in
overseeing business people's compliance with data privacy and security provisions
(Fidhayanti, 2020). Supervisory agencies monitor business practices and may impose
sanctions or penalties on businesses that violate data privacy and security rules. It aims
to encourage businesses to be responsible in managing and protecting consumers'
personal data. In addition, in the context of protecting the privacy and security of
consumer data, it is important for businesses to adopt best practices in data management
(Rashin &; Ghina, 2019). They must implement policies and procedures that ensure data
security, such as data encryption, the use of strong passwords, data access monitoring,
and protection from cyberattacks.

Business law also has an important role in ensuring transparency and clear
information for consumers (Janah, 2020). One important aspect of consumer protection
Is to give consumers access to accurate and easy-to-understand information about
products, prices, terms and conditions, and consumer rights. Companies are required to
provide accurate and clear information to consumers. This information includes complete
and factual product descriptions, including specifications, ingredients, features, and
product uses. In addition, pricing information should also be clear, including information

about discounts, taxes, shipping costs, and other additional costs that may arise.

L __7)J

Miami| v.12, n. 2| pages: 01-12| e03137 |2024. JOURNAL OF LAW AND SUSTAINABLE DEVELOPMENT



@

The Company must also provide information about the terms and conditions, such
as return policy, warranty, privacy policy, and data security policy. This information
should be presented clearly and easily understood, so that consumers can make informed
decisions based on the information they receive. In addition, consumers also have certain
rights that must be informed by the company. For example, the right to obtain goods or
services that correspond to the promised quality, the right to obtain protection against
harmful products, the right to obtain adequate customer service, and the right to obtain
compensation in case of dissatisfaction or loss.

Business law has an important role in establishing the responsibility of producers
and sellers for the quality, safety, and reliability of the products and services they offer to
consumers (Atmadjati, 2018). This principle is known as the "product liability" principle
(Polinsky & Shavell, 2010). According to business law, manufacturers and sellers are
responsible for ensuring that the products or services they offer to consumers meet
expected quality standards, are safe to use, and are reliable (Suteja, 2007). In the event of
loss or injury due to product defects or negligence in service delivery, manufacturers and
sellers may be legally sued and required to provide appropriate compensation to affected
consumers.

The responsibility of manufacturers and sellers to product quality includes
ensuring that the product is free from material defects or design defects that may result in
harm or loss to consumers. They must also provide honest and accurate information about
the product, including instructions for use, safety warnings, and risks associated with
using the product. In addition, manufacturers and sellers also have an obligation to
maintain product safety, both in the production and delivery processes (Ariyanto et all,
2021). They must implement appropriate preventive measures to minimize the risk of
accidents or injuries caused by the products they sell.

Business law also has an important role to play in providing consumers with an
effective dispute resolution mechanism. The goal is to ensure that consumers have access
to mechanisms that can provide fairness and comfort in resolving disputes with
companies. One important approach is the development of alternative dispute resolution
institutions, such as mediation or arbitration. Mediation involves a neutral third party that
helps in reaching an agreement between the consumer and the company through dialogue
and negotiation. Arbitration, on the other hand, involves a third party deciding a dispute

based on evidence presented by both parties. The advantage of this approach is a faster,

(8

Miami| v.12, n. 2| pages: 01-12| e03137 |2024. JOURNAL OF LAW AND SUSTAINABLE DEVELOPMENT



more affordable, and more flexible process compared to traditional courts (Riza & Abduh,
2018). In addition, with the advancement of digital technology, online dispute resolution
mechanisms are also increasingly important. Online platforms provided by dispute
resolution agencies can provide easy access for consumers to file complaints and resolve
disputes with companies online. This helps reduce the cost and time required in dispute
resolution, as well as providing convenience to consumers who do not need to be
physically present in court.

Businesshas an important role to play in increasing consumer education and
awareness in the digital era. Consumer education and awareness are essential to protect
themselves, recognize their rights, understand the risks of online transactions, and know
how to deal with problems that may arise in the digital environment. The role of business
law in improving consumer education and awareness includes:

1. Provide information about consumer rights

Business law requires companies to provide accurate and clear information about

consumer rights. This may include the right to obtain quality goods or services,

the right to privacy and security of personal data, the right to protection against

harmful business practices, and the right to obtain compensation in the event of a

breach.

2. Provide information about the risks of online transactions

Business law may require companies to provide clear information about the risks

associated with online transactions, including payment security, data protection,

and fraud risk. This helps consumers to make wiser decisions and minimize the
risk of loss.

3. Encourage the development of consumer education programs

Governments and relevant agencies can work together to develop consumer

education programs that focus on important aspects of protecting themselves in

the digital age. The program may include training on online safety, an introduction
to consumer rights, and an understanding of dispute resolution mechanisms.

The responsibility of business people in providing consumer protection includes
several important aspects, including business ethics standards as the basis for carrying
out fair, honest, and transparent business practices (Zamzam &; Aravik, 2020).
Businesses must follow the applicable code of ethics and ensure that all interactions with

consumers are conducted with integrity. Inaddition, product return policies are important
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in providing consumer protection. Business people must have a clear and fair policy
regarding the return of products that are damaged, defective, or not as promised. This
policy provides assurance to consumers that they can make a claim or return the product
if there is a problem. Furthermore, quality assurance becomes the responsibility of
business people to ensure that the products or services they offer meet the standards that
have been set. This includes testing products before they are sold, meeting safety
standards, and providing consumers with clear and accurate information about the quality
of the products or services they purchase. Finally, in the hyper-connected digital era,
businesses also have a responsibility to protect consumers' personal data. They must
maintain the confidentiality and security of consumer data collected during the
transaction process. This involves implementing an appropriate privacy policy, using

adequate security technology, and providing clear information about the use of such data.

4 CONCLUSION

The role of business law in improving consumer protection in the digital age is
critical and diverse. First, business law plays a role in the establishment and enforcement
of regulations that protect consumers. Second, business law governs the privacy and
security of consumer data. Third, business law ensures transparency and clear information
for consumers. Fourth, business law establishes the responsibility of manufacturers and
sellers for the quality, safety, and reliability of the products and services they offer. Fifth,
business law provides an effective dispute resolution mechanism for consumers. Finally,
business law also plays a role in increasing consumer education and awareness, providing
information about consumer rights, the risks of online transactions, and how to deal with
problems in the digital environment. With the strong role of business law, it is expected
that consumer protection can be improved in the digital era, so that consumers feel safer,
protected, and have higher trust in conducting online transactions and utilizing digital

technology well.
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